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TERMS AND DEFINITIONS

Accountability: ensuring that the actions of an entity/individual may be traced

o

uniquely to that enfity/individual, who may then be held responsible for that action

LGl @il

Authentication: establishing the validity of a ciaimed entity/verification of the identity

Sallily

of an individuai or application

Availability: being accessibie and useable upon demand bv an authorized enti ty

Confidentiaiity: the principie that information is not made avaiiable or disciosed ‘o

unautherized individuals, entities or processes

identification and authentication: functions to estabiish anc verify the vaiidity of the

ciaimed identity of 2 user

information and communication systems: appiications and sysitems to support the

5 1 Ll oY

business, utilizing information technoiogy as an enabier or ool

-

information Technoiogy: any equipment or interconnected system or subsystem of
equipment, that is used in the automatic acouisition, storage, manipulation,
management, movement, conirc!, dispiay, swiiching, interchange, fransmission or

reception of vocal, pictoriai, textual and numerical data or information

Integrity: the inherent quality of protection that maintains the accuracy of entities of

il gLy OuLes o1

an information and communication system and ensures that the entities are not

ERSES St FRE RS

aliered or destroyed in an unauthorized mannar

o | T o 5 ~t
he conficdentiaiity, svailigbili HLY anc

Monitoring: periormance measurement io ensu

1“1

integrity of operational systems and information

(93]
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Password: confidential authentication information composecd ¢

Remote Access: the access of remote users to coroorate

telephone lines or 3C data card through 2 gatewav/computing that is

iocation that is distant from a centra! site, over 2 network conneciion

4
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2.3.

2.4,

PREAMBLE

CoGHSTA provides Email facilities to all empicyees, coniractors and service

providers who utilize its network and/or network resources ic enhance
business operations, improve the sharing of informetion in an effort o

i | = i i i s
acceierat

e service delivery to the pubiic.
CoGHSTA recognizes that ;:‘-rinoipées cf freedom
and integrity of information have such that CoGH

content filter! ng sysiems V“DJI”&"IO'!S on the use

PURPOSE AND OBJECTIVES

The purpose of this poiicy is ic esteblish minimum rules, guidelines and

standards for coniroli Ng emaii access, usage, and acminisirgiion.
The ODS':"‘Ti\ g of this "Ol cy is io:

Protect the integrity and public image of CoGHSTA;

Heip boost produciivity and pre\-'ent misuse of emalil faciiies and network
resources by ciearly defining rules and resirictions for perscnai use;

Ensure that Email users are notlified about the applicability of laws, reguialicns,
standards, guidelines and best praciices;

Ensure cosi-efficient use of CoGHSTA email faciiit

Ensure that disruptions to CoOCHSTA ema

Ensure that Emaii users are informed on row concepis of privacy anc security

are applisd ic =maii use.

[$))
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LEGAL FRAMEWORK

State Information Technoicgy Agecy Act {Act no 88 of 1908
Protection of information Act {Act no 84 of 1982)

Minimum Information Security Standards {MIiSS}, Second Editior zrch 1008

Departmental internat Usage Policy,

Departmentai iCT Equipme age Policy
™ - LAl I,T O wiL e
Leparimenial ICT Security Poiicy

™ s 1 r
Lepartmentai Communication Policy

This policy is appiicabie 10 ajl e mpioyees of the CoGHSTA, including leamers

and interns as weil as ali other stakehoiders who make use of the CoGHSTA

i ~—

iICT network.

EXTERNAL EMAIL, INSTANT MESSAGING AND MORILE DEVICES

The use of exiernal emaii accounts such as web mail, eicis n

Tor security reasons, email users shail not use these exfernzl amai 2¢

3 i e ¥ EE AT T e £ e i N TR o T
10 sSeng, receive and siore anv official miormaucn enc/cor dats. These emall
7 -

2 BT gy i z o= - T oy Y s e
accounis are ouiside ihe ceontroi of GiTO o CoGHSTA 2nC 28 SUch theai

confidentiality, integrity and availabilitv cannot be assured.

instant Messaging applications such as MSN. Yahoo messenger

prone 0 maiicious code. More precisely, these applications can be used as

9]
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eniry points for viruses and worms into CoGHSTA
are aiso confidentiality concerns with these ap
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Messaging Applications oiner than ihose autnorized by CoCGHSTA shall be

prohibited.

The use of other means 10 access email Tacilities is nct prohibited. Fzcilities
like I-Pads and mobile smart phones shall be correctly configured {c eccess

ihe Departimental emaii facilities. Users shail famiiiarize them

S
i the security risks inveived. Users must be

operation of these devices and i
aware that there will be cost involved from the mobile operaior regarding data
Neither the Depariment nor GiTO wili be heid liable Tor any cosis reiating ic

the sending or receiving of emaiis using such devices, or anv related cosis.

PREVENTION OF MALICIOUS SOFTWARE

Emails are subjecied io huge amounis of malicious software inciuding viruses,
computer worms and spyware. As a resuilt, CoCHSTA shell impiement fechnical
measures o ensure that compuier malicicus software is prevenied from

entering the network and infecting computer systems. The following will govern

incoming and ouigoing maiicious or poteniially harmful atiachments:
By default 2li virus infected mails shall ce biccked
All attachments that cannot be scanned for viruses shail be blocked
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I be biccked.
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8.2,

Computer resources are not uniimited. Network bandwidth and sterage capacity

COMMUNICATION OF OFFICIAL INFORMATION

Email users are expected to use CoGHESTA email faciiities in sccordance t

()

departmental policies and orocedures inciuding but not imited to the

e b

communicauon SolcY.

Oniy authorized personnei shall distribute official information ic both internal

L et

and exiernal eniifiss. inis aiso means thal n acceordance e
. < - ’ I ekl et i : A e eyt -
communicati ;)O“" nol eVeryone Is authorized 1c senag giicia: emails ic the

All Staff Members and other disiribution iists

Every branch shail seiect one member as the only authorized delegais to send

official emaiis to disiribuiion lists.

Moderators shall be nominated for the sending of emaii t¢c Externeal distribution

lists.

o

have finite limiis, anc ali Emajl users have z responsibility (o conserve these
resources. As such, the user shall not deliberately Qeﬁorm acts that waste
computer/network rescurces or unfairly monopolize resources fc the exciusion

of others.

These acis includes, but are not limited o, sending mass maliings or chain

letters, or distributing of large files, music. video files and crealing unnecessary

joads on network iraffic associated with non-business-relzied uses of =mail
Tacilities.
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8 3. To minimize network icad, an Emaii size restriction is set at 1C Megabytes for

8.2

w
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internal sending of emails
CoGHSTA or as determined

Administratios

[\}]
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[
n

Miegebvies for sending emails cuiside

o

el

y Depariment of Fudlic Service

s

LIMITATIONS OF PRIVACY

= £ > P, R, i oz i T st gl orine o
Email {aciiiiies are PO ovicet 10 empioyees o mprove informeticn sharng ana

assist them in the performance of their jobs Empioyees should acknowiedge
and understand the openness and privacy issues reiating to the Email anc as

such have no expectation of privacy in am ‘

the CoGHSTA Emaeli Taciiilies.

security, users are cau‘?:ioned that Email messages may be asccessec and/or
tampered-with DY unauthorized third pariies before e ching intended
recipients. Additionaily CoGHSTA Email contentiitering sysiems shell
automa?.ical!y scan all incoming and ocuigoing emails o ensurs policy

-

compliance. if & poiicy sreach is detected, the emall message shail be biockec
sh

and the sender or receiver of the message shel receive g noiificelion cieerly
indicating the conditions of the blockage to efford him or her opporiunily o

request the release of ine message should the message be business relatec.

~

This request shaii be verbal arough logging of a cail with the iT Heipdesk or

<

ia email reply fo the email message indicating policy breach. Authorized

ITQ per rsonns! upon 1 this reguest access the biockec em

(')
6)
M
o

surther investigation. Thus by sending & message release requeet, the Emall

user consenis GiTO o access orily the email message in guestion.

=urihermore GITO personne! shall not inspect the specific content - 2 ocked
amail messages concerned contains @ virus. ©or Surposes of

s and diagnesing network orobiems Gl

CoGHSTA Elecironic Mail Accept hie Use Policy
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DISCRIMINATORY, HARASSING, AND OFFENSIVE LANGUAGE

Users are fo refrain from using obscene,

discriminatory or any offensive language while usin

-

as sucn actions could have sericus criminal, civil and moral consesguences.

MONITORING AND REPORTING

it must be understocd that CoOGHSTA provides email faciiities ¢ all stef

members primarily for work-related purposes.

Whiie

o]

ot

ersonal use of email facilities is not aiscouragea, it can often lead to

gecreesec employee procuctivity, misuse and viclations 2f laws
vilemEt ot > Tt T,

reguiations if not controlled. Thersfore

HR VRS0 S Y

email traffic from time tc time for statistics, operation efficiency and reporting.

This wili ensure that GiTO can predict emaii frends sc as tc croact vely pian
for future growth, continuously improve Email security and ensure compiiance.

ACCESS TO ANOTHER EMPLOYEE EMAIL

By defauil no empiovee except authorized Gi
access another empioyee’s emails or mailbox. if an emall user recuires
another empioyee, (the delegate) to access his or her emalis, then he or she
must compiete the Email Authorization Form (Annexure B) fo GiTO. GITO
personnel wil

noi aclively monitor Smpioyee mainboxes put i1 may 08

necessary for authorized GITO personnel to view the contents ¢

ﬂ

electronic communicaiions and Email activity or historv in the course of
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personnei may not view an empioyee’s eiectronic communication out of
curiosity or at the request of individuais who have not folicwed the correct

autherization procsdures.

By compieting the Emali Authorization Form (Annexure B). the individuai user

grants the recuestor permission to access and or receive copies of ali emails.
For this purpose GiTO shall not be heid iiabie for any grivacy viol
unforeseen activity that may arise out of this request. The user acknowiedg
that he / she is aware of the confidential and integrity concerns and shail take
fuill responsibiiity in ensuring that the dslegate’s use shall be in sccordance

with this Emall Accepiabie Use Poligy.

AUTOMATIC FORWARDING OF EMAILS

Users are cautioned not to forward or create ruies o a2y fometicaily forweard
~m oot o (P S R | 5 2 H it L + b = P v 2] —— ]
any omiclal Ematis 10 exiernal email addresses such as web mail, mai

ccounts hosted by internet service providers, eic as this might result in

b =i B L =L PR

disciosure of sensitive official information

if an Email user ieaves his or her empioy at CoGHSTA or his or her services

are terminated, GiTO will at the request of the depariing empicyee, forwarg
all new incoming £mails to the Emaii address prov‘iciec:-' by the user. Thisis fo

ensure that the user wili continue rece! VTQC "'"fp

can nolify contacis about the new email address. These emails will be

automaticaiily forwarded for a period of one month. Tc prevent intentional and
unintentional information disciosures, ali official emails wiil be exemot from

this automatic forwarding.

CoGHSTA Electronic Mail Acceptable Use Policy
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14.3.

15.

16.

17.8.
17.6.

MAILBOX LIMITATION

All Email users have uniform guoia iimits set on their individual mailboxes of

120 (MB) Megabytes. Users close o their iimit will be notified and the mailbox

wiil be closed once this limit is exceeded.

GITO shali ensure that every user is aware of the different m
management methods including the use of personai foiders and emai
archiving. in the absence or nor-implementation of these mailbox

management methods, email users shail ensure that thev nofify GITO for

oy - - 1T ~ % o - - ... S, <O (P SRUR, T WP | 0 10 = oo
=-mai: users are nciitiea nat in accerdance with the National Archives of SA

03
®

iecironic messages will be archived for 2 period of 5 vears.

CHAIN LETTERS, HCAX, AND SPAM EMAIL
Users shali not use CoGHSTA Emaii facilities to distribuie chein lefters, hoax

3 HH & L3 1
and spam emalls 1c gther users.
¥

Prohibited uses of Email facilities inciude but are not limited io:

Distributing chain letiers, junk mail and/cr hoax email messages
Sending, receiving and storing ©
Sending, receiving and sioring of audic and videoc files

Sending of smaiis o disiribution lisis ic which you have not been granied the

Sending of ciassified departmental information
0

mails of racial, hate, discrimination cr sexist naiure

(9]
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.Capiuring and viewing of emails except when recuired for authorize

.Use of eiectronic maii in any manner prohibitec by nationai and international

.“Snooping” i.e. obtaining access o other peopie’s emaiis for the a1¥{ge

Sending of unsolicited personai and commercial advertisements or promotions

[ R

io other staff members or exiernai email reci p‘e“tts

Sending of other people’s confidentiai and personal infermation

[SL

Sending of data that vioiates copyright laws

personnel io diagnose and correct delivery probiems as well zs investigaie

.Use of eiecironic mail to harass or intimidate cthers or fo interfere with or cdenv

other iegitimate users the ability to effectively carryout their official duties

laws and regulations

=

."Email Spoofing” i.e. constructing emails so it appears to be from someone

gise

bl

17.15. Atitempting unauthorized access o elecironic emaiis or ait empting to

18.

S
ig 1o oreac

security systems of any email sysiem or “eavesdropping” i.e. aftempting fo

o

intercept any elecironic mail transactions without proper suthorization

DISCLAIMER

All email messages sent from CoGHSTA email facilities wiil automatically be
stamped with the foillowing disclaimer:

“The contenis of this e-mail and any atiachments sre confideniis

(‘I
Py

intended for the named recipieni(s) oniy. if you !

error piease notify the sender immediately and do not disciose the contanis
to any cne or make copies. Piease noie that the recipient must scan this e-

mail and any attached files for viruses and the iike. While we do evervthin

(@]

1
7y
b
1

possible e protect information from viruses, the Limpope Depariment of

operative Governance, Human Seitiements and Traditicnal Affeirs accepis

no liability of whatever nature for any ioss, liabiiity, damage cr expense

CoGHSTA Electronic Viail Acceptabie Use Policy
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19

resuliing directly or indirectly from the access and/or downioading of anv fiies
which are aifached fo this e-mail message. Opinions, conciusions 2nd other
information in this message that do not reiate to the official business of the
Limpopo Provincial Depariment of Co-operative Covernance, Human
Setilements and Traditional Affairs shall be undersicod as neither given nor

endorsed by the said Department of Co-operative Governancs,

AUTHORIZATION PROCEDURE

A user will be granted access to email faciiities upon completin
application for network access or sigring an undertaking in the format
Annexure C, through which, hefshe wili abide by the poiicy stipuistions
contained in this poiécy. This undertaking wili be presented by GiTO or the

Personnel Office to the emplovee. The signed undertaking wiil be fille:

staff file of the ampioyee. GITO/Personnei Office wiii take 2l steps to ensure
inat all the employees are provided with *hese undert taking forms. Failure to

sign shali iead to immediate revocation of access ic ail email faciities.

in addition to signing the underiaking, & network iogon message wiii be
presented through which an empiovee will further agree o zbide by the
provisions and aspects of this Electronic Mail Acceptabie Use Poi icy anc any

other relevant policy. This logon message will clearly incicate whers the user

i

can locate the policies for review. A this point the user will aiso * 2e

wQ

bt 3
(D
wn
w

)
fD
0,

with an option fo either agree fo the policies by clicking the OK bution or
disagree by clicking the cancel bution. Emaii rescurces wili not be avaiiable to

any user who does not agree to abide by and be legaily bound by this Poiicy.

y
< -

n
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20.2 Fui

20.3

20.4
20.5

12
21.3
21.4

22.

23.

EMAIL USER RESPONSIBLITY

All Emaii users are responsible, accountakie anc iiabie for ail treir activities
while using the deparimental email facilities. As such the emaii 4

following responsibiiities:

Ensure that their usernames and passwords are kept secure and not shared:
lly compiy with ail aspecis of this policy;

a1

Immediately alert GITO {Information Security/incident Resoonse! zbout anv
misuse and non-compiiance;

Duty not to waste compuier and network resources:
Continuously protect the integrity and pubiic image of CoGHSTA.

=

GITO RESPONSIBILITY
GiTO is responsible for the following:

Impiement technical measures 1o ensure adeguate Confidential
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Educate Emails users whenever possible about Email security best practices

and this Eiecironic Mail Acceptable Use Poiicy.

CONSEQUENCES OF NON- COMPLIANGCE

Non-compiiance of this policy may iead to discipiinary actions, iegal liabiiity as
well as Emalil privileges for the user in violation revoked.

INCEPTICN DATE

This policy comes into effect from the date of approval.
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24, POLICY REVIEW
This policy shall be reviewed annually.

Policy Titie

Electronic Mail Acceptable Use Policy

Compiied by :

Vi

Government information Technology Office

. Senior Manager Date
| {iCT Infrastructure and Sysiems}
Acknowiedge by : :
o
E .\.:%“L_" H e ey e G R
i) 00 32013
! General Manager {GIiTO) Date
Acknowiedge by :
e — |
| Senicr General Manager Date
| (Corporate Services) i
I i
Adopted by:
 Head of Department Date
Approved by:
| | | :
‘ | AT A ~
| | Memberiafithe Executive Council Date
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