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TERMS AND DEFINITIONS

Accountabiiif«i}f:

ensuring th

uniquely to that entity/individual, who may then be heid

Authentication: estabiishing the vaiidity of a ciaimed

¢ entity/verification of the
of an individua! or appiics

Availabilin

Iy deing accessinie ana u

Conﬁdeniiaéiiy: the

unauthorized individy

e
Cryptographic devices ~'Svices 1o encrypt and g Cryot eiecironic date

Espionage: Obtaining siectronic ¢ ta while not being authorized %or Perscraf gain

Identification and authentication: functions to esiabi ne

claimed identity of 2 user.

information and Communication systems: applications anc systems o 5u
business, utiiizin g information technoi OCY as an enabler or
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RAS Dial-back: Method of using a ielephone i

Monitoring: pert
Remote access: in

Password
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2.9,

3.2.

3:8.

3.4.

Deveiop an information and communication system security cuiture that
reflecis a consistent approach, based on an understandi ing of the security

issues and a cost-effective w vay of deaiing with them.

The foliowing publications govern the execution of the Information Security

Policy and were taken into consideration during the drafin

State information Technology Act (Act no 88 of 1988}
Por iy \ i

Protection of information Act {Act

Minimum information Security Standards (MiSS), Second Edition March 1998

Deparimential Email Policy
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Departmental Password Policy
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. Ali personnel who use/access/perform any function on or manages anv pari of

- All users of the Deparimenial informaticn Technology syst

SCOPE OF APPLICATION

o

This policy is applicabie io aii empiovees of the C cGHSTA, inciugi
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the Deparimental Information Technoiogy Systems zre responsibie and
accountadie for following appropriate rec mmended procedures and for taking
ali possible steps ic safeguard the information handied by that system ang anv
sensitive asseis invoived. Al mnformation
means by which individual users can be uniquely identified and keid incividual

accountiabie for their aciions, in respect of which the svstem shaii provide for

appropriais records.

respensibie, within the span of their control, to ensure that no actions are
iaken which couid degrade or compromise the confiden aiity, the ievei of
accuracy, compieieness, dependability and responsiveness leveis of ths

programmes, services and information handied Dy the system.

Users of the sysiems shali report any observed or suspecied zction/sec: ”',--“.J'

ok

weaknesses in, or threat to, systems or services o iTO.

M

- GITO is the overali custodian of this policy.
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. Controlied access wiii be achieved via physicai and procedural means. Unigy

. An employee of the CoGHSTA shall be granied access fc only the cizssified

ievel of information and asseis for which appropriate access authorization(s)

\]

nd ihe need to know have been approved.

sysiem resources necessary o perform the assigned functions and oniv wh

such access will not iead 1o 2 breach of this o

. Appropriate segregation of duiies, specificaily aliocated and defined in writing

Shall 2pply

by

. A person shail be granted access fo only those informatior Technology

identification of the user io the system must be provided. An access

Al N Tl

authorization siruciure shail determine zccess and privileges, grant such

~. welaai]

access and orivi :eues and record, coniroi and meniior these.

CATEGORIZATION OF INFORMATION AND INFORMATION

CLASSIFICATION SYSTEM

I'ne comprenensive information classification system as deveioped

Security Manager in terms of the Departmenta! Security Policy shatt apgh

the categorization and classification of information. Refer to the Departmenta!

Security Policy section 8.2.2.3.1 — page 9 of 18.
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F PROTECTION

e protection appiied to information technica!l sysiems shali be maiched with

the sensitivity ievels of the information and assets invoived and shall take into

1 ot P

consideraticn the icdentified threats to and vuinerabilities of the information

sysiem.

CoCGHSTA ICT Security Poiicy
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5.4.2. Risks or threats that information Technoio ogy systems are exposed

n

. Access to computer systems shall be coniroli

. Passwords shail be individuai and exclusive, gnd shsali not be

ideniified, anaiyzed. evaluated and queniified in terms of the o

them occurring and the potential impact of such an event

and its activities. A documented security pian shouid exist o manage risk

situations, which shouid be revised on 2 reguiar basis

DISASTER RECOVERY PLAN

An approved disaster recovery plan and procedures shouid exist fo min'mize

the impact of any type of disaster on the in® formation Technology

should be ciassifiec as Top Secret and handied on a need-lo-know basis.
SECURITY EDUCATION

Officials who have zccess to systems shouid be subjected fo 2 nrogramme of
effective and approgriate security education to fosier their security awareness

on risks and the approved Information Techno! logy system principies.

SYSTEM ACCESS CONTROL AND PASSWORD SECURITY
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compuier access coniroi system which identifles the suthorizes

verifies his/her identity.

. The access coniroi sysiem snail updaie an sudh iraii of ail auiherized ang

unauthorized efforts to gain access ic ihe computer systems. Unsuthorized

access gliempts shall be considered 2 breach o

without authorization in forced excepiional cases, and without documenting
the incident. Unauthorized disclosure of passwords shail be considered g

reach of securi ity

CoCGHSTA ICT Security Poli icy



5.8 DESKTOP AND LAPTOP SECURITY

5.8.1. Deskiops shaii be iccaied in a physically protected environment wnere access
control measures have bpeen insiilited and are zgppiied consistently.
Unaitended equipment shall have appropriaie security profection.

-

5.8.2. Aii portable compuiers are governed by the Deparimental ICT Eguipment

Usage Policy.

i

5.8.3. Access fc compuisrs on which ciassiiied daia is processed, shail be

controiled and limited by means of approved access conirol scitware.

Ut
©

PHYSICAL SECURITY

reas wnere com -related equipment are eccommodated. or office areas
where classified information is dealt with, shell be protected in such a way
that unauthorized access is prevented. Access conire! svsiems and

procedures shouid reguiate record and monitor mevement in these areas.
5.10. UTILIZATION OF PRIVATE COMPUTERS

When private comouiers are used, writlen approval shall be obtainec from
GITO to use & private computer for official purpese. A compuier register shall
be estabiished containing fuli personai pariicuiars of the person, gs well gs

details of the computer. Classified information bearing =z

Confidential cr higher shall not be stored on a privaie computer.

5.11. ICT HARDWARE AND SOFTWARE

The procurement end usage of hardware and software shall be dene in

accordance with the Depariment ICT Equipment Usage poiicy.
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iICT COMMUNICATION SECURITY

=

To ensure a saie environment in which information of 2 ciassified nature ¢

be communicated, slectronically or verbally.

SECURITY OF DATA TRANSMISSION

Communication periaining to ciassified informaticn should be sncrvnte

accorgance with the CoGHSTA approved cryptegraphic devices.

MODEM AND DIALUP COMMUNICATICNS

No modems shali be connecied io communicalion networks without
authorization from GITO. Authorization shall oniy be given on receipt of

detailed motivation approved by the periicuiar empiovee’s Senicr Manager,

requesting such faciiilies and a security pian defailing the manner in which the
use of the modem and ciassified information fransmitied through this modem

will be reguiated and controlied

Epe

INTERNET AND EMAIL

The use of eiectronic mail and internet is governecd by the Depariment

Elecirenic maii and Internet usage policies.

OTHER MOBILE DEVICES

Other mobile devices like [-Pads and mobiie smart phones shall be glicwed o
connect o ithe Depariment's email facility for sending and receiving of emaiis.
These mobiie devices shali be correctiy con-igurecﬁ o zccess the
familiarize themselves with the operation of these cdevices anc the security

risks involved.
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7.2.

2.0,

ICT SECURITY CONTROLS

SECURITY AND COMPUTER VIRUSES

in order to secure the network it is necessary thai:

. If any deskiop or iapiop or server poses g risk ¢ the network, other hosts or

service delivery, ine host shaii be disconnecied from the network uniii the risk

has been resoivad.

. Access to any deskiop or laptop or server shali not be prevenied by anv

S =
logical or physical means. Default access granted by the netwerk mayv not be

removed

. All deskiops, laptops and servers shall use the iztest security paich levels, as

U’

approved |

y GITO.

The computer name of ali deskiops, apiops and servers shall coniain the

e

exact username of tha owner, uniess autherized by GITC.

GIiTC shail maintain virus-scanning software fo protect the deparimentsl

netwerk against any virus atlacks.

FIREWALL AND PERIMETER SECURITY

The department’s secure network should be protected from the internet and

non-secure networks with firewalis and Intrusion prevention svsiems.

External network cenneciions ic the internal nefwork may only be used for the
purpose(s) it was authorized and intended for. All services being accessed

from external or non-secure neiworks shail use secure oroioceis

1
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8.1.

&.1.1.

Wireless devices and VPN access are noi allowed on the depariment's

network, uniess provided dy GIiTO.

RAS diai-pack shali be activaied and cnly ic a pre-defined and zuthorized

{eigphong numaoer.

. GITO has to approve aii exceptions to sgbovemeniioned connection

reguirements.

VPN network exiensions are oniy permitted making use cof secure fokens,
managed and suppiiad by GITO.

Lt -

Computers, lapiops and servers connecling tc and downicading material from

=

the internet via CoGHSTA networks must have
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insialled and up o daie .Any sysiem without anti-virus protecticn insialied or

not up io date, shouid not be aliowed o connect to CcCGHSTA nefwork.

SECURITY BREACHES

RESPONSIBILITIES FOR REPORTING SECURITY BREACHES

All empioyees have the responsibiiily to report any incident of security breach

o GITO.

confidentialily in order to protect the officiai(s) concerned and :“ee“r himfher

from unnecassary in JSL

9. CONSEQUENCES OF NON COMPLIANCE

Non-compiiance of this policy may lead to discipiinary actions, iega! iigbility as

well as dismissal.

>
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11.

INCEPTION DATE

This poiicy comes into effect from the date of approval.

POLICY REVIEW

This policy shail be reviewed annualiy.

CoGHSTA ICT Security Policy
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