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TERMS AND DEFINITIONS

Account Hoider / User: Any person granted an ICT user account with the Depariment

Accountability: ensuring that the actions of an entity/individual mayv be tracec
uniquely to that entity/individual, who may tnen be held responsibie for that action
Authentication: estabiishing the validity of a claimed entitviverification of the identity
of an individual or application

Availabiiity: being accessible and useable upon demand by an authorized entity

Confidentiality: ithe principie that information is not made availabie or disciosed o

k!

unauthorized individuals, entities or processe

iICT network user accounti: An authorised user account, provided o 2 user, o be

used solely by that user, for the purpose of accessing services as granted ic that user

4

account

Identification and authentication: functions io esiabiish and verify the vaiidity of th

claimed identity of 2 user

Information and communication systems: applications and systems fo support th

4]

pusiness, utilizing information technciogy as an enabler or toci

information Technology: any equipment or interconnected system or subsystem of

oX)

equipment, fhal is used in ihe auiomatic acguisiiion, storage, manipuiation,

managemeni, movemeni, control, display, swiiching, interchange, fransmission or

[

recepiion of vocal, pictorial, texiual and numericai data or infermeation

eniities of an
information and communication system anc ensures that the entities are not ziterec or

destroyed in an unauthorized mannar
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integrity of operational systems and informatior:

=

Password: confidential authentication informaticn composed of 2 string of characters

Remote access: the access of remote users to corporete iICT services ov mean

telephone fines or 3G data card through a gateway/computing that is performed

location that is distant from a central site, over a network connactior

Systems Controiler: Transversai Systems administrator

Transversal Systems: Basic Accounting System and Personne! Salary
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PREAMBLE

ICT and systems user accounts are one of i the primary mechanisms
poientielly sensitive departmental network and information resources from
unauthorized use. While accounis administration and monitcring are not the
most secured way of protecting information and information svsiems,
consiructing secure user accounts and ensuring proper password Mmanagement
is essential. Poor user account management and protecticn can allow both e
dissemination of information to undesirabie parties and unautherized zccess ‘o

departmental network resources.

PURPOSE AND OBJECTIVES

The purpose of this poiicy is to establish a standarg for the acministrations of ICT

]

faciiitate authorized access o CoCGHSTA ICT infra fruciure,

User Accounis that

and Systems. An account, at minimum, consisis of 2 user ID and = 0E88sSwWere;
supplying account information wiil usvally grant access ic some set of servicas
and resources. This poi icy establishes standards for issui Ng acccunis, creating

assword values, and managing accounts.
b=

LEGAL FRAMEWORK

The iOi!OWi""" pubiications govern the execution of this Poi C\" end were faken

<

into consideration during the deveiopmant of the Poiicy:

ISO 1779

[<9]

C

information Security Forum (Code of Good Practice for Info
Security}

Minimum Information Security Standards

t_\ﬁz

Protection of information Act
COBIT Framework
Deparimental ICT Password Management Policy

Electronic communication and transaction Act i Act ne 25 of 2002

(%Y
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3.8. Public Service Reguiation
3.9. Pubiic Finance Management Act : Acino 1 of 1988
3.10. Treasury guideline on Transversal Systems

3.11. Deparimentai Risk Management Framework

4. SCOPE OF APPLICATION

This policy is applicable to those responsible for the management of ICT
network user accounis or accessing shared information or network devices and
systems management at iarge in the depariment. This policy covers
departmental network user accounts as weil as those managed centrally. The

policy further applies to all officials, service providers and cther stakehoiders.

8. POLICY STATEMENT
Aill user accounts used io iogon to CoGHSTA ICT infrastructure and Svsiems
shali be oroiecied with sirong passwords. Furthermore, passwerds must

changed regularly o avoid unauthorized access to information and information

systems. See approved Departmentai Policy on Password management

6. USER REGISTRATION MANAGEMENT

Network zccounis that access CoGHSTA ICT infrasiruciure and Svstems

(‘.!

require prudent ovarsight. The foilowing security precautions shouid be part ¢f

network gccounti management procedure:
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8.1. USER REGISTRATION

8.1.

6.

(o3}
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. GITO and CFO shall issue a unique ICT user account ic each individusi

authorized to access the CoGHSTA network and information.

The line managers of COGHSTA shali make decisions regarding access o their
respective data (e.g., the Registrar will determine whc has zccess o
registration data, and what kind of access each user has). Account setup and
modification shall require the signature of the requestor's supervisor.
The "Request for user account form” on the intranet webd site can be obigined
and adapted o a department's or offices specific needs to capiure necessary

requestor and access information.

. The identity of users shall be authenticated before providing them with account

- it bl

and password detaiis. If an automated process is used. then the sccount hoider
should be asked %o provide several information items that in totality couid only
pe known by the account holder. in addition, if is highly recommended that
stricter levels of authentication {such as face-fo-face} be used for those
accounts with privileged access (e.g., user accounts used for email do not
require an identity validation process as thorough as for those user accounts

that can be used tc modify depariment budgets).

. Passwords for new accounis shail NOT be emaiied tc remote users UNLESS

a1 PR T PR e O
tnNe emait is enC&yptef}.

. The date when the account was issued shail be recorded in an audit log.

. All managers of accounts (i.e. GITO and CFC officials) with privileged access o

all deparimental user accounis shall sign a Confidentiality Agreement that is

kept in the depariment file under the care of Human Resource representative.

. When esiablisning accounts, standard security principles of “least reguired

access” fo perform a funciion shail aiways apply, where adminisiraiively

feasible, for exampie, a root or administrative privileged account must not be

used when a non-privileged account wili do.
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6.1.8. in case of Transversal Sysiems access, new users shall be registered by the

System Controlier upon compietion of required documentation inciuding the

copy of identity document.

-

6.2. MODIFICATION AND CHANGES

6.2.1. The identity of users shall be authenticated before providing them with User

account and password details. in additicn, i is required that stricter leveis of

0,

authentication (such as face-to-face) be used for those accounts with orivilege
access.

8.2.2. A "Request of reset password form” that can be accessibie on the intranet
website shall be used for password reset. Attach the =R Persai function #4.3.7
print-out for proof of identification.

6.2.3. Whenever possible, passkeys shall be used o auth enticate 2 user when

resetting a password or activating a guest account,

above standards. Passkeys provide one-time access i 2 system o

3
O
¥
0
(&
e
Q)
.
>
]

(o

and require the user io change o0 a password of their choice upon initial icgin.

Where passkeys are not feasibie, pre-expired passwords shali be used.
6.3. USER REGISTRATION

6.3.1. GITO and CFQO a;

G

e responsible for the prompt deactivation of zccounis when
necessary, i.e. accounis for terminated individuzis shall e
removed/disabled/revoked from any computing svstem st the end of the

individual's employment or when continued access is no icncer reguired.

6.3.2. The accounts of transferred individuais may require removaifdisabiing to ensure

changes in access privileges are appropriate o the change in job function or
location.
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r.2.

8.2.

83

REVIEW OF USER ACCESS

All accounts shall be reviewed at least annuaily by GITC and quarteriv by CFQ

o miy

to ensure access and account privi eges are commensurate with iob functi

need-to-know, and empioyment status. The iSO may alsc conduct periodic

reviews for any system connected io the CoGHSTA network,

All guest accounts {for those who are not official users of the CoGHSTA) with
access to CoGHSTA network resources shall contain an expiration date of one
year or the work completion date, whichever occurs firs:. Ajl guest accounts
must be sponsored by the appropriaie guthorized member of the admi inistrative

eniity man ag ng the resource.

-

PRIVILEDGE MANAGEMENT

For access o sensiiive information managed by the depariment, accoun:
management shall compiy with the standards outiined above. in addition;
naming conventions must not cause contention with ceniraily meanaged emel
addresses or usernames. Shouid the potentiai for contention arise, the

appiicable system(s) shall not be connected o the CoCHSTA network untii

1Y)

mutually satisfactory arrangemen

is reached.

r‘l

Use of shared accounts shali not be ailowes. However, in some situations, =

servers, switchers or routers) or aools,aL on may be made (e.g., management of

~
S
et~ ot

fiie shares). Such exceptions will require documentation which lustifies the nesc

for a shared account; a copy of the documentation will be sha red with {SC.

Each shared account must have a designated cwner who is responsidie for the
management of access to that account. The cwner is aiso res-_acr:sibée for the

above mentioned documentation, which shouid inciude 2 list of individuals who
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have access fo the shared accouni. The documeniation must be available upon

request for an audii or a secu "r"v‘ assessment.

USER RESPONSIBILITY

'ne cooperation of authorized users is essential for

shouid be made aware of their responsibiiities for : making effeciive access

ey +
eqh{ oment

PASSWORD USAGE

Passwords are a basic control in verifying a user's identity before access is
granted to an information system or z service according ¢ the user's
authorizations. Each employee shall be respensible for all the actions
performed with his/her password, even if it is demonstrated thet 2n action was
carried out by another individual using the user's passworc. Users should
therefore foliow good security practices in the seiection and use of passwords

and the foilowing shalil be kept in mind:

Keep passwerds confidential.
Avoid keeping a record of passwords, £.G. hard CopY or eiecironic file.

=

Change passwords whenever there is any indicetion of possible svstem or

password ¢ mpromise.

Compose passwords that ara:

Not basec on anything somebedy eise could easilv gusss or obiain using
person-reiated information, e.g names, telephone numbers, dates of birth. eic.
Not vuinerabie to dictionary atiacks {i.e. do not consist of words inciuded in
dictionaries).

Free of consecutive, identical, ali-numeric or ali-alphabetic characters.

CoGHSTA User Account Management Pelicy i1
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Change passwords at reguiar intervals or based on the number cf fimes access
has been obtained the passwords for privileged accounis shoulc, nowever, e
changed more frequentily than normal passwords.

Avoid the reuse or cyciing of oid passwords.

Password shail expire after every 30 days.

USER PASSWORD MANAGEMENT

The allocation of passwords shall be controlied through a formal management

process and this process shall inciude the foliowing recuiremenis as a

minimum:

Users shall be required to sign an underiaking {0 Keep personai passwords

L&l

confidential. This signed statement coulid aisc be included in the terms and

conditions of employment.

If users are required {0 mainiain their cwn passwords, they shall be provicec
with a secure initial password, which they shouid be recguired o change

H £ . N T, .
immedaigiely aunrst icgon.

Procedures shali be estabiished to verify the identity of & user prior {0 sroviding

the user with a new, replacement or temporary cassworc.

A secure procedure shall be foliowed when graniing users fempcrary

t

passwords and the use of unprotecied (ciear fexi) elecironic maii messages

should be avoided.

Temporary passwords shall be unique and should conform ic password

stancarcs.
Users shall acknowledge receipt of passwords.

Passwords shall never be stored on computer systems in an unpreteciec form.
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12.

122

Default vendor passwords shall be replaced as soon gs the insteiiaticn of
sysiems or sofiware has been compleied and use designaied iocai
administrator password.

Where technicaily or administratively feasibie, shared |D authentication shall not

be permitiec.

Where authentication occur externai o an appiication, L.e., zpplications shouid
NOT implemeni their own autheniicetion mechznism. Insieacd, externsal
authenticaiion services shall be relied upon, provided by the host operating
system, the web server, or ihe serviet coniainer. {in generai, applications
programmers are not necessarily familiar with the fechnigues associated with
security proiocois, and may inadveriently create security holes. Security
services avaiiabie from ihese exiernal environmenis are much moere fikely

provide a high ieve! of security.

Roie-based access conirois snhouid te used whenever feasibie, in order |
support changes in staff or assigned duties.

—i
(@]

MONITORING OF ACCESS ACTIVITIES

I

Those responsibie for access o systems/applications/servers, eic proteciec by
high-level super-passwords (or the eguivalent) shall have proper auciiabie
procedures in place to mainiain custody of those "shared secreis” in the event
of an emergency andfor shouid the super-password hoider becomes

unsvailable

These documentad procedures, which shall be appropriately secured, should

deiineate how these passwords are logically or physicaily accessed as well as

who in the "chain of command" becomes responsible for access to ancier reset

f the passwo
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12.3.

12.4.

1230,

1204,

13.

Aciivities done by the defauit account user (i.e. Cuest. adminisiralor, owner,
root and system coniroller) should te monitcred on a daily basis.
Ali account iogs shail be monitored weekly and adminisiraior must sign i0g

reporis.

After three failed attempis of login a user account will be disablec and the user
has to foliow the process of password reset. Failed attempis shell be loggea

uniess the log information includes password information.

All inactive accounis for 3 months shall be cisabied and it will be activated after

a user foilows ihe user account modification/changes.
All accounts that are inaciive for 7 months shali be deieted from ihe systems.

Accounts shall be monitored and reviewed.

Password change events shali be recorded in an audit iog anc signed off by

Manager iC

Controllers are accountable for instating, maintaining and communicating
procedure o ensure the continuous confroi over access security in the

Uuls

depariment

Such procedure should be specific in making sure that the users are

responsibie for their id's

EXCEPTIONS FOR NON COMPLIANCE SYSTEMS AND USERS

individuals that are unable to comply with the COGHSTA CT Account
Management Poiicy must request an exemption from GiTO/CFO. GITO/CFC
wili process the request for final approval via the policy exceptions review. i

after review, there is siill disagreement over a decision, it may be appealed ©
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14.

15.

46.

. 3
=

the General Manager GITO/CFO. The decision of the Ceneral Manager

GITO/CFO shail be final.

ADMINISTRATION OF THIS POLICY
GITO/CFO is responsible for enforcing this policv and ¢ ntinuously ensuring

LA WL S L W
monitoring and compliance.

CONSEQUENCES OF NON-COMPLIANCE

Non-compliance of this policy may iead te disciplinary actions, legal liabliitv a8
well as dismissal.

INCEPTION DATE

his policy comes into effect from the dat

0]
O
=y

POLICY REVIEW

g s
1

his policy shail be reviewed annually.
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