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DEFINITIONS

In this policy, unless the context othérwise indicates:

“Archives repository” means :

The building in which records with archival valie are. preserved permanently.

“Authentic records” means ﬁ

Authentrc records are records that can be proven to be what they purport to be. They are also
records that are considered by the creators to be their off cial record

“Authoritative records” means :

Authoritative records are records that are authentic, rehable trustworthy and useable and are
complete and unaltered. ;

"Correspondence system” means ;

A set of paper- based and electronic communications ang assometed documents, sent, received,
generated, processed and stored during the conduct of busmess

“Custody” means :

The control of records based upon physical possessior.

“Disposal” means :

The action of either destroying/deleting a record or transferrrng |t into archival custody.

“Disposal authority number” means

A unigue number identifying each disposal authority issued to a: spemf‘ ic office.

“Electronic records” means :

This is the collective noun for all componenits of an electronrc information system, namely:
electronic media as' well as ali connected items . stich as seurce documents, output information,
software-applications, programmes and media data (background and-technical information i.e. the
information- stored e!ectromcal!y) and in hard copy. Al these components are defined as records by
the Act. They must therefore be deali with in ccordance with the Act's provisions.

“Fife plan” means :

A pre-defermined classification plan by which records are fi Iecl and/or electronically indexed to
facilitate efficient retrieval and disposal of recorgs.

“Filling system” means :

The collective houn for a storage system (like files, hoxes, shelves or electronic applications-and
storage systems) i which records are stored in a systematic manner according to a file pian.
“Non-archival records” means :

Records with a short lived value o usefulness.




“Public record” means

A record created or received by a govermental body in pursuance of its activities, regardless of

form or medivm.
“Records other than correspondence systems” means

Records that do not form part of a correspondence file, or a case file e.g. registers, maps, plans,

electronic records, audio-visual records, etc.

“Record” means

1) Recorded information regardless of form or medium.

2} Evidence of a fransaction, preserved for the evidential lnformatron it contains.

“Records classification system” means _

A plan for the' systematic: identification and arrangeme‘n't of Bﬁs’iﬁéss'actixfitiés and/or records into
categories according to logically structured conventions, methods and procedural rules represented

In the classification system,

“Recording” means. :
Anything on which sounds or-images or both are xed or from whlch sounds or images or both are
capabie.of being reproduced, regardiess of form, :
“Record keeping” means :
Makirg-and maintaining complete, accurate and reliable evldence of official business in the form of
recorded information.. :
“Records management” means :
Records management is.a process of ensuring the proper creatlon maintenance, use, and drsposal
of records throughouit their life cycle to achigve efficient, transparent and accountable governance.
“Refention period” means :
The length of time that records should be refaingd in offices before they are either transferred into
archival custody or destroyed/deleted.
“Schedule for records other than correspondence system” }neans
A confrol mechanism for records other than correspendence fi Ies (other records), which contains a
description and the disposal instructions and retention periods of all other records. It consists. of the
following-parts:
s Schedule for paper-based records other thap corresponf!ence fites:
s+  Schedule for electronic records systems other than the electronlc cofrespondence system;
» Schedule for microfilm: '

' Schedule for audio-visual records




“System technical mahual” means
A manual conta'ining information regarding the hardware, gsoftware and network- elements that
comprise the system and how they interact, Details of changes to a system should also be
documented. '
“System procedures manual” means- :
A manual containing all procedures relating to the. operatfon and use of the electronic system,
mcludzng input to, operation of and output from the system A system’ procedures manual would
contain detailed procedures regard ing- :

s Document capture

¢ Document scanining

e Data capture

°* Indexing

* Authenticated output procedures

¢  File transmission

+ Information retention

o Information destruction

» Backup and system recovery

«  System maintenance

» -Security and protection

* Use of contracted services

o Workflow

* Date and time stamps

s Version control

» Maintenance of documentation

A systems procedures manual shall be updated when new mnovatlons necessitate development /
amendment of the new procedures. '




1.

INTRODUCTION

Sound recardkeeping and records management practrces are key elements of good governance,

and effective and efficient administration: It forms the basis for formulating pollcy, managing
resources and delivering services o the public. Records management also provides & basis for
accountability and protection of rights and interests of mdwlduals

A body's ability to. function efficiently and give account of its-actions could ha negatively affected if
sound record keeping and records management practlces are not applied. Records enshrine the

accountability of governmental bodies to the government and to the citizens,

To support contiruing -service defivery-and provide the -necessary accountabrlrty, governmental
bodies should create and maintain authentic, reliable and usable records and shoild ensure that
the integrity of the records is protected for as long as they are required as evidence of business
operations. To thisend; it is itnperative that each. governmental body should take responsibility to
ensure that the office’s records management pracfices are alrgned with the broader principles of

-good governance and Batho Peie,

2. PURPOSE AND OBJECTIVES OF THE POLICY

The objectives of this-policy are:

2.1.To provide general guidelines with regard to the methods and pracedures of records management;.

2.2.To provide and outline roles and responsibiiities of stakeholders In.records management; and

2.3.To outline different records classification Systems and related storage areas..

3.

AUTHORITY OF THE POLICY _
The policy is under the authority of the Premier as the Executlng Authority and the Director General
as the Accounting Officer for the Office of the Premier lepopo Province,

LEGAL FRAMEWORK :
By managing its paper-based records effectively and effi crency, the Office of the Premier strives to
give effect to the accountabmty, transparency and service _plelwer.y values contained in the.legal

framework established by:

4.1. The Constitution of the Republic:of South Africa Act No. 108 of 1996;




4.2. Promotion of Access to Information Act No. 2 of 2000:
4.3. National Archives and Records Service of South Affica Aét N0.43 of 1996 as amended:
4.4.National Archives and Records Service of South Africa Regulatlons published in Proclamation

R185 dated November 2002:

4.5, Pubiic Finance Management Act No. 1 of 1899;
4.8. Promation of Administrative Justice Act No. 3 of 2000;
4.7. The Electronic Commuriications and Transaction Act No. ?S'Of 2002

SCOPE OF APPLICATION

This policy, except where otherwise indicated, is applfcable to all employees and structures
attached to the Office of the Premier, Limpopo.Province.

The policy regulates the work practices of the Office of the Prem;er for all those who;

Create records including electronic records; '

Have access {o records ]

Fave any-other responsibilities for records, example; storage and maintenance responsibiiities;
Have management responsibility for staff engaged in any of these activiies; or manage, or have

design input into information technology.infrastructure.

5.1. The policy therefore applies to all staff members. of the Ofﬂce of the' Premier and covers-all fecords:

regardless of format, medium or age.

3.2, Section 13 of the National Archives and Recards. Service of South Africa Act, 1996 requires the

Office of the Premief fo manage its. records in 3 well- structured record keeping system, and to put
the" necessary policies and procedures in place to ensure that its record keeping and records
management practices comply with the requirements of the Act

5.3. Information is a resouree of the same importance fo good management as-other standard

resources like people, money and faciiities. THe mformahon Tesources of the Office. of the Premier

‘shall therefore be managed as valuable asset,

5.4. Appropriate records management is vital aspect of mamtamlng and enhancing the value of asset:

Records shall be considered avaluable asset to:

enabie the Office of the Premier to find the right information efasiiy and comprehensively;




o enable the Office to perform its functions successfully and efficiently and in an accountable
manner;

* support the business, legal and accountability'requirem'e'ﬁ’ts"

* ensure the conduct of business in an orderly, efficient and accountable manner:

* ensure the consistent dehvery of services;

* support-and document policy forrnanon and admlmstratwe demsmn-makmg,

°  provide continuity i the event of a disaster; :

e protect the interest of the: Office. and the rights of emp!oyees, clients and present and future
stakeholders;

* support and document activities, development and achie‘véments of the Office of the Premier; and

e provide evidence of business in the context of cultural actiwty and contribute to the cultural identity

and collecfive systems.

6. POLICY STATEMENT ! PRONOUNCEMENT :

8.1, Ali records created and received by the Office of the Premrer shail be managed in accordance with
The records management principles contained in section 13 of the National Archives and Records
Service Act, 1996, '_

6.2. The following broad principles apply to the record keeping and records management practices of
the Office of the Premier: '

s The Office of the Premier follows sound procedures for the creanon maintenance, refention and disposal of
all records, including electronic recolds. _'

¢ The records management procedures of the Office of the Prem|er comply with legai requirements; including
these far the provision of evidence. _'

* The Ofiice of the Premier follows sound procedures for the secunly, pfi’vacy and confidentiality of is
records, '_

©  Electronic records.in the Office of the Premier are. maniaged according to the principles promoted by the
National Archives and Records-Seivice, :

» The Office.of the Premier has performance measures for all records management functions and reviews
compliance with these meastres. ;




7. RELATIONSHIP WITH OTHER POLICIES
7.1.The Records and Management poiicy for the Office of the Premier consist of this policy and may be

read in-conjunction with the following policies:

The Information Security Policy which is- managed by the Securlty and Risk Manager;
The ICT Policy, Internet Usage Policy which is'managed: by the IT Manager;
The.Promotion of Access to information Act No. 2 of 2@0,0 which is managed by the Information

Officer for the Office of the Premier-and/ or the Deputy Infe‘rrn_ation Officer; and

Promotion of Administrative Justice Act No. 1 of 2000 —The Office shall jeep the Register of its

administrative decision areas and ifs applicable deci'sions{E

7.2.1n the event of inconsistencies between this policy and the policies referred to in paragraph 7.1, the

Records Management. Policy shall prevail,

8. ROLES AND RESPONSIBILITIES
8.1. Head of the Office of the Premier

8.1.0.

8.1.1.

8.1.2.

8.1:3,

The' Director Gerieral is. uitimately accountable for the record keepmg and records

management practices of the Office of the Premier:

The Directer General is committed to enhance’ acbountabltlty, fransparency and improvement
of service of delivery by ensuring that sound records management practices: are impiemented
and maintained, '

The Director General supports the |mplementat|0n of this policy and requires improvement

from each staff member to support the vaiues underlylng this policy.

The Director General shall designate a Director 1o be the -Records Manager to perform such

duties as are necessary to enfiance the record keepmg and records management practices of

the Office of the Premier to enable compliance with ieglsiatlve and regulatory requirements.

8.2. Directors

8.2.0,
8.2.1.

8.22.

Directors are responsible for the implementation of this’ polrcy in their respective divisions.
Directors shall lead by example and shall themselves maintain good: record keeping and
records management practices, _'

Directors shall ensure “that 4l siaff i made aware of their record keeping and records

management responsibilities-and obligations.
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8.2.2,

823,

Directors shall ensure that all staff is made awaire. of their record keeping and records
management responsibilities-and obligations..
Directors shall ensure that the management of *records- is a key responsibility in the

performance agreements of all the staff in their unlts

8.3. Records Manager

8.3.1.

The Records Managér is responsible for:.

° The implementation of this policy;

s Staff awareness regarding this.policy;

» The management of all records according to the records management principles contained in the

National Archives and Records Service Act, 1996, and

e The determination of retentron-penodsin'consultatfon Wiih the users and taking into-account the

functionai, legal and historical need of the bedy to mamtam records of transactions.

8.3.2.

833,

8.3.4,

8.3.5.

8.3.6.

The specific duties of the records manager are contamed in 'the Records Manager's job
description, whichis published on the intranet,
The records manager is mandated to: make ‘such -;fra_ining and other interventions as are:

necessary {o ensure that the Office of the Premier's ré'cords keeping and records managemerit.

practices comply with the records management pnncaples containied i in the National Archives
and Records Service Act, ;_

The records manager may from time fo time issue ;:irculars and instructions regarding the
record keeping and records management practices of the Office of the Premier.

The tecords manager shali ensure that all records Créated and received by the Office of the
Premier are classified according fo the approved file plan and that a written disposal authority
Is obtained for them from the Provincial Archives, :

The Director: Records & Facilities Management Serwce is the Records Manager for the whole:
Office of the Premier.

8.4. Information/Deputy Information Officer

8.4.1,

8.4.2.

The Information/Deputy !nformation Officer is respensm!e for approval of requests for
information in terms of the Promotion of Access to mformatlon Act (PAIA).

The Information/Beputy Information Officer shall |nf0rm the records manager if a request for
information necessitates a disposal hold 1o be placed on records that are due for disposal,

5
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8.5. T Manager

8.6:1.

8.5.2.

853,

8.5.4.

8.5.5.

8.556.
8.5.7.
85.8.

The iT manager is. responsibie for the day- to ~lay mamtenance of electronic systems that store
records.

The IT manager shall work in conjunction with thé records manager to ensure that public
records are.properly managed, protected and approprlately preserved for as long as they are
required for business, legal and long-term preservanon purposes..

The IT manager shall ensure that appropriate _sgstems technical manuals and systems
procedure manuals are designed for each electronic:éys_tem that manages and stores records.
The IT manager shall ensure that electronic fecords |n all electronic systems remain accessible
by migrating them to new hardwfa_'re ‘and 'soffwaré- platforms- when there is a danger of
technology obsolescence including media and format .fobsolescence.

The IT manager shall ensure that alt data, metadaté:;,- audit trail data, operating systems and
application software are backed up on daily, weekly and monthly basis to enable the recovery
of authentic, reliable .and accessible records shouid g é_f_isaster_ OCCUT.

The IT manager shall ensure that back-ups are storedfin a secure offsite environiment,

The IT manager shall ensure that systems that manag}a and store records‘are virus free.
Comprehensive details regarding spemf c respons;bumes of the IT Manager are. contained in:

» ThelCT Policy and,

J }nformatlon'Secu_nty_.Policy.

8.6. Security and Risk Manager
8.6.1.

The -Security and Risk Manager shall be. responsi!ﬁe fog':r the physical security of all records.

Tagr

in the lnformatfon Security Pohcy of the Office of the Prermer and the Mmlmum !nformatron
Security Standards (MISS)..

8.7. Legal Service Manager

The Records Manager-shall consistently consult with Legal Serwces about possible updates / review in

line with the latest law amendments.
8.8. Registry Clerk

8.8.1.

The registry staffs are responsible for the p.h_ysicalﬂmané_ig_e.ment-oi“-the records in their care.



8.8.2. Detailed responsibilities regarding the physical management of the records in the registry are
contained in the Registry Procedure Manual.
8.9. Other Staff :
8.9.1.  Every staff member shall create records of transactlons while conducting official business.
8.9.2. Every staff member shall manage those records -effi c;ently and effectively by:
o Allocating reference numbers and subjects to paper—basqd and electronic records’ according fo the.
file plan;
* Sending paper-based records to the registry for flling; _
s Ensuring that records are destroyed/deleted only in accordance with the written disposal authority
issued by the. Provincial Archivist.
89.3. Records management responsibilities shall be -writteri into the performance agreements of all
staff members o ensure that they are evaluated on"_théir records management responsibilities;

8. RECORDS CLASSIFICATION SYSTEMS AND RELATED STORAGE AREAS
The Office of the Pramier has the following systems that organrze and store records:
93. Correspondence systems :
931, File plan

9.3.1.1. Only- the file plan approved on 1st April 2006 and implemented on the same date shall be
used for the classification of correspendence records The file plan shall be used for the
classification of paper-based and electronic mcludmg e—mall records.

9.3.1.2. Specific procedures for the allocation of file subjects and reference numbers 1o efecironic
records- are contained in the Office of the Premier Registry Procedure Manual that Is
published on the Infranet. i

9.3.1.3. Each staff member shall allocate file reference numbers to-all correspondence according o
the approved subjects in the file plan.

9.3.1.4. When correspondence is created / received for -whicij no subject exists in the file plan, the
records manager should be contacted to assist witﬁ addifions to the file: plan. Under no
circumstances may subjects be added to thie file pfan |f they have not been approved by the
records manager, i_.

9.3.1.5. Only authorised registry staff are responsible for-openiflg'Ofﬁce' files,
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9.3.1.6. The Records Manager may authorise other members of staff to open Office files, if

necessary,

8.3.2. Storage areas

Paper - based comespondence files are kept in:
9.3.2.1. The General Registry

9.3.2.1.1.

8.3.21.2.

9.3.2.1.3.

0.3.2.14.

All paper - based correspondence system ;ecords that are not HR related shall be
stored ONLY &t authorised records storage areas, namely; the General Registry,
Premier Support EXCO Support, Legal Serwces and Risk Management:

Al these records. are under the management | of the records manager who is mandated
to ensure that they are managed properly.

-Staff members that need access to files in the registry shall place a request for the

files at the gounter..

The: registry shall be' locked when registry is net I operation,

9.3.2.2, The Human Resource Registry

9:3.2.2.1,
8.3.2.2.2.

9.3.2.2.3.

83224,

9.3.2.25.

983.2.28.

9.3.227.

Al Human Resources related records are hou‘éed in the MR Registry.
The general HR subject files as well as HR case files are- under the management of

the record manager who i is mandated to. ensure that they are managed properly.

The Office of the Premier maintains a. sét of paper-based case files for each staff
member, These files are-confidential in nature and shall be stored in a secured storage
area in the HR registry. _:' ‘

The case files are managed as part of the Lis? of Series of Separate Case Files that
are maintained and managed by the records ménager.

The files exist only in'a paper-based form‘at’f'and the physical tracking of the case files
are managed with the file tracking system in the Integrated Document and Recoids
Management. :

Electronic correspondence records are stored in an electronic reposntory that is
maintained by the IT Division, ﬁ:;

Access to storage areas where electronic 'fecords are stored is fimited to the
Information Technology staff that hag specific- dut|es regarding the maintenance of the
hardware, software and media




9.4. Records other than correspondence system

84.1. Schedule for records other than correspondence sys.ft__'ems
9.4.1.1. The Records Manager maintains a-schedule of atI records other than the correspondence
system. The schiedule contains & description 61’ each set of records other than the
correspendence system and indicates the storage location and retention periods of these
records regardless of format.
9.4.1.2. Should records be created/received that are not Itst:'ed:in the schedule, the Records Manager
should be contacted t6 add the records to the schedule
9.5, Storage areas :
9.5.1, Paper-based
9.5,1.1. The Office of the Premier has sels of pa_per-b_a_seé recerds other than the correspondence
systems that are in the: custody of the various ofﬁc':ia:ts that use them on a daily basis.
9:5:1.2. These records are under the cahtrol of the records. manager who is mandated fo ensure that
they are managed properly. :
9.5.2. Audio-visual records
9.5.2.1. The Office of the Premier has the following sets of audlo visual records that are stored in the
Communications Serwces storage drea; :
o Video cassettes
o [VDs
» Cassettes
9.5:2.2. Thesé records are’ under the controf of the. records manager who is mandated to-ensure that
they are managed properly.
9.53. Electronic systems other than the correspon‘dencei";systems
9.5.3.1, The Office of the Premier has a number of electronrc records sysiems in operation, which is
not part of the correspondence system and that generate and store public records.
9.5.3.2. The IT Manager is responsible for the day-to-day mamtenance of'these systems.
9.5.3.3. The records maintained in these systems are under the contro! of the records manager who
is' mandated to ensure that they are managed preperly
9.5.3.4. Detailed guidance regarding the management of these systems is contained in the Electronic
Records Management Policy. :



10. DISPOSAL OF RECORDS _5
10.4.  No public records shall be destroyed, erased or-othe[wis{a disposed of without prior written

10.2,
10.3.

10:4,

10.5.

authorisation for the Provincial Archivist.

Disposal.in terms of the disposal authority will be executéd_ annually in December.

Al disposal actions should be authorised by the records Enanager prior fo their execution to ensure
that archival records are not destroyed inadvertently.

Paper-archival records shall bz safely keptin the Centra!f:_Maih and HR Registry until they are due

fo transfer to the. Provincial Archives Repository. Transfef-_procedures shall be as-prescribed by the

Provincial Archives in the Records Management Policy 'Nj:anual.
Specific guidelines regarding the procedure to _dis_pose.of;-i;eliectronic records are contained in the
ICT Policy;

11. STORAGE AND CUSTODRY
11.1. Allrecords shall be kept in storage that is-appropriate for :t:he type of medium,

1.2

Specific-policies for the:management of electronic storagé'media are-contained in the ICT Policy.

12. ACCESS AND SECURITY

12.1.

12.2,

12,3,

12.4.

12.5.

Records shaii at all imes be protected against _Unau_thor'i'sgéd access and tampering to protect
authenticity and reliability as evidence of the business o_f'-tihe Office of the Premier.

Security classified records shall be managed in terms of tije OIP Security Policy and the Minimum
Information Security Standards (_MI’SS). Such in'formation';is classified as Confidential; Secret and
Top Secret.

No staff member shali remove records that are not aVailaféie-in\the public domain from the
premises of the Office of the Premier without the expliéii_t permission of the records manager in

consultation with the Information Officer / Deputy informa"{:i':on' Officer.

Nostaff member shall provide information and records thé%_t are.not in the public domain to the

public without consulting the Information Officer / Deputy l:hijr_mat_ion Officer.
Personal information shall be managed in terms of Promotion of Access to Information Act (PAIA)
Until such time that specific protection of privacy Ie'gisi'at_icén is enacted.
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12.6.

12.7:

12,8,

12.9.

12,10.

No staff shall disclose personal information of any memb‘ér of staff or-client of the Office of the

Premier to any member of the public without permlssmn of the Information Officer / Deputy
Information Officer.

An audit trail shall be logged of all attempts to alterfedit‘-récords-and their metadata.

Any misplacement or loss of a document of file- should rmmed|ately be reported t0 Risk:
Management. Strategies for investigation.

Failure to report any loss of misplacement of 2 dOcument'j’of file to Risk Management Strategies will
be regarded as breach of security in terms. of the Securlty Policy of the Premier and the Minimum
information Security Standards. _'

Records slorage areas shall at times be protected agamst unauthorised access. The following shall

apply:

12.10.1.Registry and other records storage areas shail be jocked \f_vhen notin  use.

12.10.2:Access fo server rooms and siorage areas for 'electronic; records ‘media shali be managed with

key.

13. LEGAL ADMINISSIBILITY AND EVIDENTIAL WEIGHT

The records of the Office of the Premier shall at all times contain rellable evidence of business operations.

The following shall apply:.

13.1.
13.1.1.

13.1.2.
13.1.3.

13.1.4.

13.2.
13.2.1,

Paper-based records-
No reports shall be removed from paper-based files wﬂhout the permission of the Records

Manager.

Recards that were placed shall rict be altered in any way.

No alterations of any kind shall be made to records other that correspondence files without the

explicit ~permission of the Records Manager.

Shouid evidence be obtained oftampering with records, the staff member invelved shall be subject
to disciplinary action, ;

Electronic records :

The Office of the Premiershail use systems which ensure that its- electronic records are:

Authentic; '

Not altered or tampered with;

11
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o  Auditable; and

= Produced in systems, which ulilize security measures to {ensure their integrity.

13.2.2. The Electronic Records Management Policy contains s_;::i;eciﬂ'c information regarding the metadata

and audit traif information that should be:captured to ens'lé"re that records are authentic.

14. TRAINING
14.1. The records manager shall successfiilly complete the National Archives and Records Service's:

Records Management Course, as well as any other records management fraining that would equip

her/him for herthis duties. :

14.2. The records manager shall identify such training courées ‘that are relevant to the duties. of the
registry staff to ensure. that the registry staff are trained approériately

14.3.. The records manager shall ensure that all staff member are aware of the records management
policies, and shall conduct or arrange such training as is necessary for the staff to equip them for their

records management duties;

15. DEFAULT _
Any employee of the Office of the: Premier who contravenes the provisions of this policy. may be
subjected.fo a disciplinary action.

16. INCEPTION DATE _;
This policy shall be implemented within 30 days the after apprdéval by the Executive Authority.

17. MONITOR AND REVIEW CONDITIONS __:
17.1. The Records Manager shall review the record keeping afid records- management practices of the
Office of the Premier on reguiar basis and shall adapt them appropnateiy to ensure that they meet the

business and service delivery requirements cf the Office of the: Premrer

17.2. This policy shall be reviewed on a reguiar basis and: sha!l::-:be-adapted appropriately to ensure that
it meets the business and service delivery requirements ..of'the.Qfﬂce._of the Premier.

i2



18, ENQUIRIES
Enquiries regarding this policy should be directed to the Corporate Services: Sub — Branch for attention

of the Senior Manager: Records & Facilities Management S_erfxic:es..

APPROVED/ NOT-AFPROVED

DATE
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